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Abstract: Deep reinforcement learning (DRL), owing to its remarkable performance advantages, had been widely
applied in fields such as game intelligence, robotic control, and autonomous driving. This technology typically re-

lied on large amounts of training data, and the agent’s decision-making ability was improved through continuous
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trial and error. Previous studies had indicated that DRL faced privacy risks due to potential training data leakage;
however, existing attack methods were generally found to be more effective against overfitted agents. To address
this limitation, a trajectory-informed privacy attack strategy (TIPAS) based on imitation learning was proposed for
DRL-trained agents with strong generalization ability. In this method, the agent's behavioral trajectories were ana-
lyzed, and a shadow agent model was constructed using behavior cloning. The behavioral policy features generated
by the shadow agent in multiple environments were then integrated through ensemble learning to train an attack
model, which enabled accurate inference of private information from the target agent under black-box access to the
training policy. Experiments were conducted across four network topology scenarios and four algorithmic models.
The proposed method was compared against two baselines: a support vector machine utilizing reward mean and
variance features, and a single multilayer perceptron model without ensemble learning. The comparison of infer-
ence accuracy demonstrated the superiority of the proposed approach in attack performance. Experimental results
show that excellent attack performance is achieved by the proposed method across four classic game environments
on the Gym platform, even under defensive conditions where differential privacy and regularization techniques are
employed.

Keywords: deep reinforcement learning, imitation learning, membership inference attack, privacy stealing attack

0 5|5

UTEESR, VRFETRAL S SIAE RSB
IR T BT, W PCERI. HLEs A
RS2 Esh B o, g eS|
P WARTEBOE h 2 ST S L AR, IR
b2 5] 8 Bkl 5 PR 0 3h 25 58 H AR A ML
L F A L AR S A3 6] 5 B AE A3 () o i
W o R AR LE AR (R B 8E rp I 2573 31 1 S 2
R K BRERE 3R F, XA
ok 2 3 I B 3 M HE T U SRR B SRR T
Al HE .

It 55 1% T A 2 ST 7 S I o R T A
I HNZRE AT RE KB AL R
wlin, fEEZhEB SR, R R ST
YA M T8 GPS U 25 I A7 A s ik
il . SR, B RTE R B Bk 2 ST B L R 1
BRI ARy, R BR B4 R LB SRR
J3 B4k, 2 SIS PR B Rl KU AR S I R Bk, X2
UK () & R TR . Hk, IR
FEUR P DR, 2 ] 5 TR0 75 T F ¥ R B B A ot B
g5, HAEERPLEE L.

CE A SR, TR SR ST SR 1)1 2k 5
RS B B R U, XS SR AT e
SHRRL RO, R 2R B R R A
SESVEVE, AT BT AR R X . A
YIZRJE IR BEAR B SE IR A AF 55, £k LUK BT

PR ARG BRI, IR U R
WA E L. IXEEAFIER Y], TR R
AR AT RE R RS2 T UIZRA B E 2, DT
o185 BT O ZRAE FE R E B . B
RME, H & RSBz AL RE J1 IR L s Al o
SIRRL, T e () IR 0F R it i ek 2 IR S B
B RN,

AR, O 2P B S ST R AL
Ble T3 R - Qs G W o 5 1 R A
Fy i o XSRTPEAERGIRR] . SCA 7 5 A
B SRS T EAIE R B ROR . AR,
EANERE R AR5 P G PRV = R 4
R R IR A SRR REIA 5 PR BE R Fr 858
B, HSRNE R ST VLR R ST
AHRENE, X U R S 3T T A G
AMENE IR . DAk W Bt ou B, oA R
PEAEAEARME TR R I S Bt i 065 TR IR
FEsmib A3, OB RERE BRI B i
WRET T, W TE W 2 Bl R B i 40 1 3 4L
7 AR SRS (AT AT 1 . SRABA, IR
Kl A T IRAE R B s AL 22 S i i s k. R
B—aE R RBELLNE . G 5 MBS ]
A, S ECE A REAE LIS, WS B AR E
WA, ALV AR BRI, dnf et —
PG REIE RCIR B stk = IR, REA AR T
i M RE IR BEAR I RE AT T 7%, 2 1% Uk
AR AR PR R PR S 1



e50. WZs 515 B i

118

SRS I A TR SR AL 2 SRR B S AN [
T 7] EL A V2 A RE 0 BRI B 5 A 2 SRR ) B R HE
Wl SN 2 2R AR S R E e, RAEEAN
RE T HIRRLAE 22 AR AR BT A R B R R 1)
PERE, X IRAG FORL HHE T 0 25055 FE L AE &R AR
PHAT N E R . IXEEZE R ] REHE o A 2 I ZRIA
PIrist B AR, TS AN HERTERE . Lk, IUA
PR I R A1 T 77 92 2 O T 31 55 2R il ) 4t T AR AE
CIn¥ME S5 78) RAEM IR0, R XK
THEAE—E L b RS R B REAA I RIS (3R IR
FE, EAERERES R, AR AR
KPR RERH i, 3% G AL HEIKT 7 15 XE DA
ARX Ty, BET R LAERTRE . BEAh, TR
ALHEIRTAIT 78 A T 005 3 55 R R s Al
ORI, SR R R BEARAE R E M T R
Bl T TR ACRE IR R, FL AL HE T
IF] R [ AR AT T o

BExy BRI, ASCEAAERFTAAIZIRE
PR JEE i A 52 S A5 R i T Ik £ 1 R 00 i R X
Ko PAEZhEBMZNE], BukiE ek ity
SN IRAG — A B R REAATC B S — MR AT E
TGRSR, e H AR HERT 12 SR SE R e A2
WE— PRI & T UIZRETAS A5 SEBRAETE I8 5 A AE
LA E T 5, Budi il s b Ak i
B 5 HAR RIS R AT ONRAE, A A] BEHEN S BR R
B NS E . — B DR IR
B, B E ARE R 2% IS AT AL, T
RERE— D HEWT L Y28 00 . SRNg 1245 ) 2 B i
ERURGE R . BEME, AXahE o —
o % T B T Xof L FR) DA SR, 5 T HHE BT L 2 ) %
TSR L AR B AR, it
— AR IR 24 1) B S AR S R ESRIR
AR N IB 4T 224, L] REMEER RGTLEH
FIoCEgn™Y, H2 R FE MR IRE A B
R BN AR HIFARGE R, X RG22
J5™ B R o

N EBR A B2 A HE T RIR L s Al 27 ST
TR T8 s P I 50 T e ARG, AR SR M — it
TR 5 20 H b s AL T 7772 (trajectory
informed privacy attack strategy, TIPAS) . 1% J7
28 o M REARAE PAT AR S R T B AR AT

N, MEZAE TR, SRRk
Y5t NS AT ARHIE, I BAR B ST ORI
SRy SRR, SEELLE 45 E B G 1R I R SR
(I 2 AT T HERRFE T HE DI SR 50 5 40 B 25 55 U
ik ASCH) EEZTTERIN T -

1) B RE X R A2 A RE T IR L st o7 ST
R SR B A AT HE W ety . XN SRS S
MEPRESHATH R A, $aon T Bk SGE
DU BEARAT 9 IV AT HHE BT H SO B AV 7E B o

2) SERME G T R G RE (577
72D HIRERA U T3 L AE P B 2R il K- P A e 2 g
SEPRA IR, 3R RS TR 2 S 1) H bR
FERLHEWT Bty itk AR TR RE AR H
PRI IAEAN AT R EEHAT NINIE, 455
A IR IR, BRI T XI5
WIIEE ST, IFAE R R B AL 1 30 58 475 Ok
FFRUFIERE .

3) T B2 JTVEAE 4 FhAS R IR I 268 9 41254 o x
4 PR BE s AL 2 SRR IEAT T IRAIE, IRt — B AE
Gym A5 Pt AT I SIS IR, A
T3 A HE W HE A R AR G BE FE An B TR
%, R ER AR AR 5ad k.

1 tHxIE

DR N ER AR AR SO 58 1) 1) RS 5 B4 HE 1
%, AT RGN BIRE AT S B ) K&
FH O BRARL B B0k (1) BT S ik
1.1 RERBEEKEFES

REE SR 22 2] — P A IR 5 o) 55afh s
SRR B 22 2 ik o " R I FE Ao 42 R 285 Ak
A i NEE G B EIAD , AR e
BRI AE m 4E IR R 2 S ok . fEX —id f e,
BEAIEA FPIRES N HATIE LR AL 5, %%
H b SO R AR ) B KA. TR 22 2] 4%
EH R K RRESRECRE /), 6 Be R BB B H2 AN
JE s SRR N Al R 2 5T, T TG AR AN Y R
fE. Rk, PREESRA S SR AE H T 1L im i %
)7 M LA RN 1R 52 2% v 4 e 7 CAn R AT K
H 2 B AN NI 155 . TEERE iRk 2 2,
BREAR AT N B G R (a|s) P, BIAEAR
s NIEFENE a PR A0 SRS 1) H bR



%5

Wit B 55 2 TR0 54 5T AR I s A 2 ST U R ki il ©53.

FE I KA B REARAE AN AE B A% T BT 3R A5 ) T
R, HRIEAN:
R= tzéy’rt €))

Horb, y NI, F TP R A S A S A
7, IS TR ¢ i) 208 B AR SRAS R BV 22 )il

T H 22 A0, IR B SR Ak ST I N R
H B, Bojarski Z R Tl 21 vty (14 R
W2 J7, IR QM4 (deep Q-network,
DQN) H# MR IR 4 2 il 25 B 2 2 3 e sk &
Gt, JCOMIAE St EHAL S ) R A 3P R
Kendall Z 22 H — AR 75 52 H YN ZR R0 a) {5 2l
BURGERE B WA I S EE AR
SRl S 507 HIEE, SRR H BE S NN R
TSR AR . A, Kiran ZESIE HgEiA
ARG IR TIREE SRS I H A S B ) 228
MEA, R AR RS A RS Al G A
D7, FE0 Bk AN AR 77 AT TR .
X LT TE R AR B T IR B A IR H Bh 2
QSR T 7, TR A R AR SRR i
HRORFESHAER
12 BAFES

A o ) 2 — Ml i W5 A7 R I AE
LA 5 2 Tk, AH R e AR RR 8 71 Bk = B 1 22
JfE S s O, BT R R E R R
W&o FESRAL S ST, BT A o H R AR T
SFB Refol I WM E R L FAT N, Pk
PRI GE FE g, B 5 8 S R A B
—BIRAZ NG, T FE T EEAR M fE

Ng M T 2 F L ZORWE M % 2 77k,
18R REAR e W5 75 VA B 25 5 IS 00 T i
Wil e 2 44455 . FinnZIPUF R T 5] S liA 2
A7, B ) SRt Mg G, il R
AR TE T 2% 1303 . Codevilla S5 S1R F 4%
PR 2 2 S 1w B ) B A S B R G, RN
T2 EAE L s NG . EBES
ST W T — b 3 IR B i Ak 2 S S A 2 )
IR RENLB R BT HE, Mo 7S HHLE L
7 F R I A A [ 0 S A 5 2 [] IR 2
B 54T BRI S AP SE 10 . Freeman %5181
7P H PRE R SIHESE, (R B )

TR L AT A, FelidE A T 6 = B 22 545 5 1
WG IR SRR SRR AR T BT 2% ) e s Ak 2 )
HR 2N S EEME . B 5% 2] etk )
SR T R A 2)YE s @ B L AT
FkE SRR EE ST, BRI 7RG E T
Wt ZITVEAUINIE T30S VI T, oA
JasiEd SR B — SRR R T R
GFFEA, AN HR T B AR 2 S AR 1 e .
1.3 FRFRAGIERI

B A B B 0 U2 — ol o VAR A 11 2K
w7 R BGE Y, Bk i p O A 1)
ONEE B, B H B Y B A b
HUGEAR a8 R EE Ao NS 6.
PRy7 il sk B AR B N A o X R 2 EA A
BERAE I ZRad R b mT BEXHER 2 I 2Rt 72 A«
127, BfEH e E “MEE” SR E B IREE,
LM W B FA DRI LS, RS Bt i
WS dE— Dl BN g B — H ks, m]
Ao FEURE R R, AU E B AR S
i 4, HERESIIRERRE, AMmHIE A
AT N TR e AR BIMEAE

Gomrokehi 2520V Ey VB H IR FE i Ak 2 5]
HRe AR B A AR S AR R IANT
AN JZ T 5 SR JZ 1 ) R R HEWT B A, DAV
At ] ) FH B P 5 00 25 T (R A DR SR 38 7 1 25
BRI . IR, IR AR 2 2
AR IRY A THI XS AR J2 T8I B4 s 573 HE W7 B0 B R 30 o B
m eSS . 7RSS — WU FEH,  Pan SO M
HER T TR B AL 27 3] 3 st b i BRRA I 2R ) 8,
WIS U ) TR RS, 1 H— P AR A HEWT
9508 RGP SR BE B 550 . SR, 207X
Xof Ik 0L PR R i Ak A > AR L A A R HE B g
71, X IEFIZRELE & R 2 RS T TR BE
27 SRR U3 DA s it e . HAT, £ R
B AR 77 B BT 5 A 2 ST A (1) B L 22 4= )
B, FHRB A T WIS IR R B, H AL IRY
IR B N s
2 7

AL — P T 5 21 1 H b3 s B Al
Btk SR ELENIANZTEIF: OXFAH
K 0] FEFEAT W E X, B S R AR RS AELE



©54 W% 55 22 A ERTES
@i 5 TR B AR AR BRI TS AT A, AEROFIER &5 T IR TR,
PEREINGBEEET, OB NG BRI Bir  WEH TR rEdE4E.

OB REAT Iy A R HERT, A e LT e ) i ade I 2) RS I A3 AL S B B BRAR

Yyst, it S I ur Frie Uy vk B
2.1 [E)EE X

(D IREERY )

TRPE AL ) PR REE AT AR B IR AT R R
Hid#E (Markov decision process, MDP), H.pH—
ANIEH CIRZSZS A S, sh{ESS A A RS
RIPE TR R AR . fEZMELEH, 7
PRy F T ARk it A7 B 55, A TS
FEIA (0,10 R BEBRAY 7 SIS AL I I 27 =) R o 40
¢ (als) KA FHEREMKATS, ZeRBCRK A BLRS B
SRR Z oA, AR A B bR i KA B e
PRAE AN 22 T A8 T 3R 15 1 1 82 R A #0 2K al
E. [ zf:)ly’r,]’ Horb H A — MR IRE R dR KR
DKo IR ERIERE T/ MDP A [ ¢ B 41
RS Sy, ZNE TR Rtk SIS L R Bl A
Fetk. BHARME, REHRBEETTH TR
P(s's,a) R B RERARES s TIATINE o S5 52
BELRE s KMt 2 . et B—17RK
—ANRE, B IMRERPAT — B E R R R AR
Ho RRET BAZAR RS ) B
R, H SR ol SR R R R AL A o) BV
DQN. PPO%) ALIRTT, BEMEAEAR LI it
WE PR R R Re, I R 5iE
RifE ST

(2) T iy Hw

ey 3 w4 45 7€ 1 — > 2 IR 78 i 1) 54k
PR, S5 e R AR RGOS AR R 2 A4
B CEFERAE TR S, BE 8] 4 J 2 5l ok £
R, HEWT RSN R R T, Yoo i
B RAHEWT J7 38, R IR H AR Y 5 i kb 26
BEr SR A2 BAS K, AT HERT B bR 3 5L bR
A5 Y PRD IR 2 e % W 3 5 I R e 7 & H PR AR AL 1)
fig 375t .

Bk #5 19 H AR AT BURZN Y L 3 K.

1) M T POn AR . BUh#E E ek T
P55 217715, P45 7€ S 1 UL I 2R
B, A HAT R AT eI HARE AL 4T Jy o Bl
Je s BEIZRAT B R 52 T B B2 3 2 Mk 17 5

B SIREEAC BA RIS, FRA %L
sAEADFKER, WAL EAEILEY R H RS
Pri% LI TR FE

WS 5oy A Bl g i g — > 53 At
A, DLH AR 5 R AR B AR U A D B
VNN (7373775 =4 (SN BV I G U AN == v
R, AL R SR 508 & T AN [Elix ik 3
S UCBCHE A

3) B AAHEWT R . JE I L H RIS RL (L
RS RMEILY R AL, Bl
WU H B AT RE IR S RS 2R B

(3) Wi py s

BT W] BEAELE 2 AN R RR S 2 7 MR 28 1
HRREMRE R — SRR AT R, AU R —
SE PR SEIRFR, B4R —H B G AN FERIRES 7
A REVE I I 37 SORN 45 8 SRS BB (E B . 7RIk
AN, Bk AMES TR — N2
Fin) i, B gL S A A R B AR S A
AT R FH I 2RI 55
22 RGHEZR

BRIz AL RE T8 R BE A A, AR
PR T — R T 5 ST H AR st B RA B 7
oo I RGHER WP 1 PR,

(1) BBt

R — IR T 55 A0 FE AR AL I 40 A A BT
%, NEVRHERE— RV B ZFEIRES
gL 5. 1ZITEE S AR & R RO
P&, i e o R T R R T A, iR
HLC EE R BT A, DABE R X 4 R O S
T SR HRE ST X — RS B T2 T+
25 HEEIEYE, IR OB TE N &2 A% (1)1 A TR
L HAEA .

TESLEA b, Bk 3 i W R HL H A
RIMAT NN, R EETA7 9o B AT % ) O
TR TR R o 2SR B A H AR
BAEAFRRE FRRFEAT N, o) HAERE 1)
Wi 7 SR, AT B 8% 75 AR AL 5 I E A s Y
MIAT ARHIE . XM BT N, B



5500 BB ST A0 ORI ST VISR A 4 .55
S LR RREA s - é%&%&u
Q P @ @ LJ
! w?%%%%@ﬂﬂ%xﬁl HIN
1 FAFRE H b A & ;‘\ :
1 @ LR = %
5 ; ‘ B e -
I L | suasgm B0 :@
I w 1 I
5 e EE =
x ik BN mma
5 lﬁ%%m% LY
1Y N : \\' ?&%ﬁ
I %% S L% mN
g -
A% Y @
’ W e e
|
"""""""""" @ g R

El1 TIPAS RGHEH
Figure 1 Framework of the TIPAS

RERS RO — > 5 H AR BAT Dy AT LAY
TRk,

FERNGRSG, 5T Re A H 2 A S PR g
rhEAT S HL, WO AR S5k I 5 R AT L
TE o X LRI H 5 R ReAR AT B S 1 R
KIEE, HTEEMELE R, e
Gy RIS, K FH AR B 2] J7 1% BaggingClassi-
fier, 45 & % JZ A ML (multilayer perceptron,
MLP) HERIEAT IR, LAIRTHIr SRIEREFF A R
HE AR

(2) AT I B

Yok 8 SR I H bR B AE R 0 = N AT
BEAE, IR RN 2 DI ZRTE ) 43 R A
B, @ BARUE AT RHE PRI, A AR S
HEWT HH H R REAR BT R g 7 5 8 AL, AT
SIS H AR B AR REALE B8 5R
2.3 HEHIEGE

4 ff M A A B bR AR A AT B AL Bk
W, 5 ZER RS TR REAR HIAT NP A
BuEl (@ Fin, BAESEIEEN .

(D M@EEAEES (LE TS “HdEA
[FIR A 73 A1 i fige e 37 5%

K HE T m bl BEARAL B 4R $8A2 BTV
N B S BRI G e = { E,E,,+.E, }o
AMPBINT: O X—MEn M EES

V={vvyw, s OUFEEG AN R
H B C (), FFAR 5 B0 v ARG 5 ik
THER . RSN, PLfeiE R L R 1
T, DU iR ) 28 PR 5 5T R A AR R
AL NI LR b AR ST s, AR ol
FEAR S B IR BT R, R BEAS B 1
Pho SRR FFELAA, BRI R POEE
EERT YRR DY A[SE b N i Bl wb i pry A e diini
FRIMrikdzst, HEMREIA G E, BA A
WPRE AT S, HZFEIEROR T T B Bk RE
AT AT O, IR T B T i Rz A
AES1. ANFRPRE DA S, R AR B E
SR EAR KA. B, £HNEBHRL%Y)
s, AFERPRES A SAERE RAMAT RS
EN KR, HEMARKS.

Q) N T AR (LE1H “T1
BRI D

ST BRI AT N T AR AT H AR 7,y
IR AT N o EAR WS 7 R RE TR T H
HWEMAR H %R Fit, HERATIEREF
PRAERAT N (Bl — RAVRE-EXD 41
NG S, BRI Z O KE . &
Jo, B TRBEBEESH, BN,
BE = At = 3o SN R TS RSO B
AR E R, PR ARG R, DI



e 2 1 A

118

RURefg 5 T LT AT F R o . ALy
PN BEEE AN BEEUZ B 64 S #h & TT R,
K FH ReLU 00 R 2o AR AL 38 5 3 4 1 AR e $ X
RORHFIE, LLE N H PR AT R fa i 2
K H Softmax 0% B8, Fofa 45 5 5 B 1 7 1)
YEFTHVLIE, FoRTEL EIRE T IEFE %S ERIARL
A . IS Softmax BREL, LAY BRSNS A J5 —
RIS S SO A, TR TR 1
I B 2 I 1. 2 FRNAT 9 P (als) 05
SR
e
zjez.f

Hor, z, X NEE a ENER Y, 2 R A3
PERI M

TR RS, & TR 4 o TRg
AT NI HE o X LB AR s S HT
MEEa, TEHRBIRED = {(s,a,) ), HFN
EMEARCE . BTk, U TR N AR
WS PR 7, (s), ZBREA IR s, Hath va)
YEa, ORI TRHEEREMENSH. TR
PRI 2R H bR 2 s METRINENE 70, (s) 5 B ARiE
MESEFME a 2 AN Z R . XA DALY R
B SRS, B HMERTRREL (0) K
BRI ZH0, Hh ik R EUE O HREEa 5
TR BNAE 7, (s) Z [E I3 TT iR 2%

L0 =y Dla = ms)E @)

NRACZARR R, TR T W o

TR SR, LT .
0=06-av,L(0) )

Hoif, o FRESIR, V,L(0) FR AT
TSR, BT ARSI, Bk e
Y it — A P TR AR OB T
Rl PR,

(3) MR LR T
RS IR BI AT )

A1 G55 AR B T8 R PR M BT 57
B E, sPHATAS I, R 7 AR ¢
RIVRE—ERLLR, Forh s
7= {(50:0): (50 )1 (500) ) (5)
s, FORI G (HORES, a, ERTER 125 ¢

P(dls) =

2

Hr,

RYE L HPIRES 5N ik s e . TR ek
PATE—AENE, HBDIRESH K ERE . 5T
FAMEEINIRE,, TEA R — AP EHE, M
%ISR -

D ={1,70, T} (6)

bafs, FEARMEEHEE BRI, ff

FHAR [F] 5 7 R Re AR Y M 5 SR 7o, 73 Sl 3R L
BN E N N UL s D, %%, BEA
IR E A, A gt e R R B A

D={D,,D,,-+.D,} (7
24 LEHEEN)IZ

TEAF B e B PR AR 5, O AR AL I H bR
SeAEWT B AR5 W A TR — PR S 2 AT O BR85 Hh dk
TR, ZERWE1L () F “Xd 28
57 Fias. FHVFEMN AR,

B, ARAMEEINE E AP HRE IR T A
IIASTESS: TS e T 27/ 1§ SO S P VA B
BEbREN i, YR g bn i i e A

D ={(z;,0)|Viyj } @)

MLP (multilayer perception) FH A H 3R
INFIRETT, e AUR T R ARG )
I M 4R O P AR AT R AER), DR e
22 FH SR AL 3 U R B2 1 R4 4y 2
£5% . NIRFHERE S, A KA Bagging-
Classifierl®! 5 MLP &5 & (¥ 42 i 77 7% . Bagging-
Classifier & — i H T 70 AL 55 AR W2 21 7%,
e d i A 2> MLP 7B, A ks A Y
Ji 2, MM marKtkme. > MLP 775K
[ 28 S5 0 48— 38 XA

¥y = Softmax (W, ReLU (W, x, + b,) + b,) (9)
Hr, p3RIRE i MLP 770 848 1 Tl 45 3,
W, H W, 43 0 2 7 B R 2 A 2 S AR R
X, RN i BN UL R E M =, b, A
b, ¥ mE M &, ReLU()APIEKEL, Softmax
TR MR . HE 2 a8 a0
TR AT A [RIECHE R P IR SL N 2R, AN
RAMSINACHSHL, R 28 UG % R BT A
TR SR 2 A 22 7, HRIAAA

L==> ylog() (10)
i=1

Hp, NRIRFEAE, y, RomHLRBMbR2E,
PR TMAREE o B0 )5 X A 170 A5 1) T 45



%5 WA 2 e TS 2 o0 1 IR BE S A 27 TN R HE W 2 o ©57-
AT, Wi S & T 3 ) « 6) f,(x) < ¥ BaggingClassifier ££ il 2% > 1)

¥y = argmax iﬁi (11)
i=1

Hr, MFERPEBEINE, 7,85 iNnK
SR TN 45 B, JE i argmax 2R HUR [9] B K HE R
R BR 2 BT Sk N2 RSS90, B B 2% ) T 2 1) 5 Sl 3k
S EZ L SIESTR
2.5 BRHITEHERT

EZR e BEEAY G, 8 H bR 47 %
IR x i N ZBGEEA . REANRST I MLP 1
I3 AT SN N BE AT REAE SR, g
LR S TN 25

7, = Softmax (W, ReLU (W]x + b}) + b}) (12)
Hrf, 3, RRH i MLP 720 K286 1 B br
FERY (R 4T R 300 A x i TR 45 5 . 3@ it Soft-
max B H00 MLP 173 28 88 1) 4 k47 5 — 4k 4b
M, 1S3 HAE SRk R M EE A . Bag-
gingClassifier IS BT A 1 0 Ras w5 5%, %
FH B EENLH 58 S 2 B P AR RS, b KRR
(1) A 25508 I PR B 458 28 il BY Sl HE Y B s % 0
W,

M
env = argmax 2)71. (13)
i=1

Horbr, env R e & PRI ) H A i 156 5 B AR 2%
M

argmax zﬁﬁéﬂ?y\ﬁﬁﬁ MLP 143 8 2% 1) Tl 45
i=1

R ek PN A A v (R 2R R Dy de 2 T 1) e
WM. ZiE, TR B AR SRR B
dr SRR A 1 PR

BiR1 TR B B AR s e A
TS

WA BRI EGE T,

wid MRIEPUL BT RS,

1) WHatk: WA SRS S ={ 5,,5,,++.S,}

2) 7, (s) 4 P KR B4 B U H e 7, R
(358 SIS bR O R 1 R e AR 1L A

3) forenvin S:

W 57 g BT I env HH R AT I,

WSS E R © = f (7, (s),env)

4)  WHESGenviz R NI

Denv = { TenvisTenv2s " "> Tenvm }

5) M e I BHRED = { D,,D,,"--.D, }

HEZAN A
N f(x) < HTE a4 D 5 X (10) s 1 45
K R B R 0 o A AR
8) » < MR 0(12) R HURGAN 43 S 35 1) B Hh 73
&
9) S, 8L A (13) F EEAL il i 2 S5 & T
ONER TN (73viee $5 I
10) return:  HEWT H 11375 S,
2.6 FEBYMS
FET BT 5 211 B AR PO B FAHE T 7, 18
RS T B AL SR UG I 5 U RS R
Hob L TSR . 51 RE R R R
1Rl )T OISR, HokO B A B
H AR B B Y SBAT . T IR RS AE Tl
BAGIEI A RAT N, B TR RERYEAR
[ R4 B 0% 52 1 B bR R AR AR 1A S, BT E I
M BRI FIX — R HE R AT 3 510 A R BE R HE BB
BT BB AL I 25 B AEE S S/ IME TR T A
5 HAMTAZ N Z S, 52BN H AR R I 2
BRI, EAEREs, T, BT ERAREEN
HARSIEN @, FFE Ik B 2 13 B LSRG R
a,=f(s,0) (14)
Ho, ORI RIS R, 0KRNIE
W2 I ALE S8 BB RIS S SR %,
ST B REREE D 2 o) H AR BRI AEAS FPIRAS
NG SR ESSE: S
B BE pA IR I 5 5] H PR RRL B SR, 7EAH
RGN AR oK B PO B o X e ph e 48
RPR S-S VEXT R R, RO T B B E AN A 3% 5
R IBEE, TIER X 355 1A R, B
RIS, 2B ARk 5 Rk ] KRN
T, ={(spa,)ls, € Sa,ed} (15)
Hr, s, RRRE, o, BRTERS s, THATHIS)
. BUEEIRITES FRE-NMERKEE, N
SRR T B R RE I R E RN . HE T
SeBUTRRRIE, 3 SRER K ) H AR AT RN -
fT,—C (16)
b, CFFHRAF bR . i ) AR 15
LS IRRHE, AR HHRA FMKIE Y,
SCONPPIEEEE, AT SEILNT B bR REAR BT CE IR



55 2 1 A

118

LA Rt . ik DRI R RE, AR
MR TTEA G A R FERR A, A
BE55 T R ERHIE RIS S RETT, B R FE R T o)
RIHET R 5B,

g8 LR, ZIERIZ O AE TR H AR IR
SR 3] FRESAE AN R IE M 88 R B AT 9L
AR AT IRALHEWT . A5 B TR R AR XT H ARk
W e IR S, Uy T L R AR R AR RE A R
W H bR R Bk AL 2R3 5, ANITTA B8 7R
HERER.

3 X

AT EE TR ) 0 B Any s e A 77 i
HATSLIRIOUE 545 0. E R SR R B
SR AR AR, I U B SEE 37 5 S A T xE
EEi B T BEJE, FEAN R SRR i
Bk 7R It REEAT VP4l 0 b FLI TR) V#6432
¥, S BRI 7 AR T A R AU S B
KRB R e, M2 VAL — AL
il NS RE: B, 7E Gym R IR g
— IR R
31 ZRIMERE

SEES SR H A S AR E R . CPU N
Intel i7-7700K @ 4.20GHz, W17~ 16 GBx4, ##
£ %4ty Ubuntu 16.04, %ifEiE 5 N Python 3.7.16,
TR IE % STHESE A TensorFlow-2.7.0

ST 5 5T OpenAl Gym P HELLSLHL e A&
W% (optical transport network, OTN) #fll2%. %
RO g e — L F TR s 25 0t 7 B T e o
IR N P 2RI TR SR, AR S
FRE A FIFR AR BN CMTRT R ) R0 e
CIE N =N B NG DB

Almasan 252812 HUK B2 [ 2% (graph neu-
ral network, GNND 42 5% 1| V% B 50 40 2% 5] B R 44
(DRL-GNND H1,  DUfig R [ 2 72 Tl o 2% v (1) 2 e
Pt a) @ . 1% 752 H) F GNN 4 42 9 25 4 b i
PRSI E B R R, FRBCH = 5 RHE
T ASE R4 e A4 E R R 4 B AT) B DR 3 R 4 1 14
. BEFRRM, KHH B EHME N (mes-
sage passing neural network, MPNN) [/ & 551k
S SRR AN [F] X 28 F o R I B )72 A g
71 Rk, ASCIEEDQNP, DDQNEY. Duel-

ing DQNBUAI PPOBAEL )43 ) 5 MPNN A 45 & 1
NFEEAESRNE, RS AGRE ST PR P I
B A XU o

SEBG R A LU P E 4R AR o

1) “F¥RE%5) (average round reward, ARR):
T PRAb R B AL 7 ST R REAR I SR G R I . 22l
EBOR, BWRE R REIRVE R .

2) HEWTHE % (inference accuracy, IA): 1E
AW B SR A AR e, € OB
RUIE#f 0 RIREA S 5 ARy Lo, BART
AKX

IA — ]j\(}orrect (17)

total
32 SKEMEIARNE

ARSCHE LT 4 FhAS [F) 2546 1) OTN FR58 Hh 3k 47
SEBGr, &P gg BAT A RIS 8 50, (BAE
gk FAFAEZE ¢ .

1) NSFNET (H KR} # IS ML) %M
ZEALE 14T RN 21 S0 EE,  F TNl Rl
LETEZ S

2) GEANT W %% . 1% W 4% J& — Mz RCE AR |
FW, B 24N m 37 6, HTIFRA
[ 2546 PRI 8% 1k R R B RA B o P B

3) GBN: % M %% 52 B T NetworkX Python
PEBSVAE s BEALIN 45, AL B 17 AT s R 25 5%
B o FOPIYT RURE 5 NSFNET AHIE, F T 43 H e
FRACAT RS2 AN [F) 5 M 0 T RCR R 5

4) Topology M £% . 1% ¥ 2% 72 i% [ Topology
ZooPVELHE A R (1 LS 4%, A0 F 50 AT AR
70 SR OG RS, F T T ST OO Y 4 b B AL S M e
Z AR &R
3.3 XEEEIK

ARSCEIL L R PR EAE T LR, T
Bk B 7 iR A Rt

1) F T2 A 5 J7 22 FRAE ) SCHF R &L
(support vector machine, SVM) & F, # Wr J5
ENOY 9 05 v I A3 BT SR W TR RS [RMBE IR PR 8 R
IV R R IRAHERT NI T . O 7 7 A
M, HRAENMKPEDETNEAN x m A HIE,
M TSR, AR m A FENL
THATHIIEA . AL RS T, BV
JNRIE R IR N e RJGIENFI ARSI Zh AR



5

Wit B 55 2 TR0 54 5T AR I s A 2 ST U R ki il ©59.

W B % SRS (1 A el TP SRR R AT kIR S
5o TS IR SIS i S 2l RSB A RN O 22
fiE, TR A SRS (R AE ) 2 R, ARG AR
PERFAE 7] & 5 A IR BT B A 0 5 LRI bR 2 40 &
— ANy NN, 4558 — AN H AR SR g
m,  HAR LR 7 S R e ) e i kiR
ANF L, THE NREh SR AR Eh S R FE
Jih, AT TN L R GBI s . AT E T,
%715 TRIFR R SVM

2) HL— MLP 8 J5 ik NI IR S R 2 1)
AR, AIGEGIN T A KRS > p—
MLP AR Jg ] LL S
34 EFR{AZEIMRRFABIE T BETIE

B0 BT AL B AN 7 ZERFAE R SVM B fAHE
W50, AT LE AN [] X 2% 445 ) F Ak 32 A 5 P Sk

300
250
=
R
00 |
=
Ry
H_
i) —=— NSFNET 0 —e— NSFNET 1
150 p/ —+ NSFNET 2 —— NSFNET 3
/ —+— NSFNET 4 —«— NSFNET 5
NSFNET 6 —e— NSFNET 7
—+— NSFNET_8 —s— NSFNET 9
100 1 1 1 1
0 800 1 600 2400 3200 4000
[HEESs
(a) MPNN+DQN
300
250 |
=
%K
jn
200 [
=
ﬂb
B
—=—NSFNET 0 —— NSFNET |
150 —+NSFNET 2 —— NSFNET 3
—+NSFNET 4 —« NSFNET 5
NSFNET 6 —e— NSFNET 7
—+—NSFNET_8 —e— NSFNET 9
100 1 1 1 1

1600 2 400
[l %k
(c) MPNN+Dueling DQN

3200

4000

BTG T m DBEHRIT, T AR
BRI TN SR LA —ANBENLANT7E NSFNET
A Topology Wi Fh ¥R 4 F BN ZRid #2941,  FHllZk
TR P 2 AT S 2 ) 4n 1] 2 AT 3 B
MRt ] LAE S BERAEAN [F] 9 28 ¥
ISAEE T BRI R RS SR . BART S
7£ NSFNET 5 Topology M Fi i i, % Jk i Asi A
g Ng G, HAFE G 2 EwE T
FeoE, RUABIA ORI ) B B Pk S ng I
SEIVEREOCAL . EAE RN, REMS NS
AN, (H 2SRRI Zrhid FE R I H B i —
i, WSPUEAIE . M2, R
PIAS[AHE IR serh, BRI ol 72 2 IR )
ZESo X —ILR F BT S5k 1 5 N 4% BT IR
SIS HEEECIRSHECE AR ERIEARMTIY

300
250 F
=
%K
jns
200
E
=
B
y —=—NSFNET 0 —e— NSFNET |
150 P —+ NSFNET 2 —— NSFNET 3
{ —+NSFNET 4 —«— NSFNET 5
NSFNET_6 —e— NSFNET 7
——NSFNET 8 —s— NSFNET 9
100 1 1 1 1
0 800 1 600 2400 3200 4000
[EEEY
(b) MPNN+DDQN
300

250

—«—NSFNET 0 —— NSFNET I
4+ NSFNET 2 —»— NSFNET 3
—+ NSFNET 4 —« NSFNET 5

NSFNET_6 —e— NSFNET 7
—+NSFNET 8 —— NSFNET 9

100 ! 1 1 1

0 800 1 600 2400

[EEERe
(d) MPNN+PPO

3200 4000

K2 NSENET ARk 5t T & SRl 2k 4

Figure 2 NSFNET surrogate model training curve under different candidate scenario
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Figure 3 Topology surrogate model training curve under different candidate scenario
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Table1 Comparison of the accuracy of different algorithms
RSN ik st (10D HIER TIPAS SVM H—MLP
MPNN-+DQN 92.46% 42.50% 83.67%
. MPNN-+DDQN 93.78% 38.75% 71.82%
NSFNET 14758, 21
MPNN-+Dueling DQN 92.85% 27.50% 78.29%
MPNN+PPO 91.40% 21.25% 73.75%
MPNN-+DQN 90.94% 28.75% 71.47%
. MPNN-+DDQN 92.57% 25.00% 76.04%
GEANT 2475, 37HEN
MPNN+Dueling DQN 93.77% 48.75% 81.87%
MPNN+PPO 90.27% 56.25% 77.32%
MPNN-+DQN 92.63% 21.25% 75.66%
MPNN-+DDQN 90.18% 3.75% 85.52%
GBN 17795 55, 251
MPNN+Dueling DQN 81.50% 27.5% 74.48%
MPNN+PPO 88.40% 26.25% 77.83%
MPNN-+DQN 88.97% 36.25% 75.50%
o MPNN-+DDQN 87.87% 22.5% 78.61%
Topology 5075 i, 7031
MPNN+Dueling DQN 91.40% 20.00% 72.38%
MPNN+PPO 78.46% 15.00% 73.50%

M2 &, FT 3% 7 A 7 ZFAE
SVM 75 V2 75 HE W it 78 o AR B8 T 22 L AE 2
AR BE TR 70 ¥2 4 S s v 25 1 BORRRE RIS
ERLELAE 41l 412 3 5 R A B2 0% 5% AR I 3R 3 HH B B A
JBo R SVM RS L AT 55 FRIMR 4F, A
TEACER AR LR PERFAE I RE T A PR, HME LLIE B SEPRg
S 2P R
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Table2 Comparison of time costs of different algorithms

(IR TIPAS/s SVM/s H¥.—MLP/s
NSFNET 245.66 0.01 57.07
GEANT 231.00 0.01 50.11
GBN 191.98 0.01 42.19
Topology 282.03 0.01 61.88
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Figure 4 Privacy inference accuracy of different data set sizes under different network topologies
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Figure 5 Privacy inference accuracy of different trajectory lengths under different network topologies
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Table3 Comparison of privacy inference accuracy under different privacy protection methods

. DP Drop_out
SRR =PRI - -
TIPAS H—MLP TIPAS H.—MLP
MPNN+DQN 89.84% 75.55% 87.54% 70.24%
MPNN+DDQN 88.35% 61.97% 86.72% 56.44%
NSFNET
MPNN+Dueling DQN 90.12% 69.09% 89.02% 63.66%
MPNN+PPO 87.64% 64.95% 86.25% 59.66%
MPNN+DQN 89.73% 64.01% 87.45% 58.39%
MPNN+DDQN 90.36% 68.57% 88.50% 63.43%
GEANT
MPNN+Dueling DQN 91.45% 74.70% 88.45% 69.40%
MPNN+PPO 90.21% 67.72% 88.43% 62.36%
MPNN+DQN 89.68% 66.86% 87.82% 61.40%
o MPNN+DDQN 88.65% 76.40% 85.59% 70.61%
BN
MPNN-+Dueling. DQN 80.74% 67.42% 79.45% 62.22%
MPNN+PPO 86.81% 67.92% 84.84% 62.41%
MPNN+DQN 86.39% 66.12% 84.53% 60.41%
MPNN+DDQN 83.25% 70.97% 81.41% 65.93%
Topology
MPNN-+Dueling DQN 86.53% 64.83% 83.91% 59.23%
MPNN+PPO 78.23% 65.95% 76.17% 60.78%




5 Wit B 55 2 TR0 54 5T AR I s A 2 ST U R ki il <65

4 TIPAS Sxtte B AR ERRITEE

Table4 Comparison of the accuracy of TIPAS and comparison method

B B AP Ei TIPAS SVM #i—MLP
Lnegth DQN 90.88% 46.25% 84.01%
Force PPO 92.80% 22.67% 80.62%
CartPole

Masspole A2C 95.37% 71.25% 87.38%
Masscart DDQN 89.47% 32.50% 76.69%
Position DQN 97.00% 22.35% 82.28%
Speed PPO 97.50% 25.50% 91.78%

MountainCar
Force A2C 86.25% 27.25% 78.42%
Gravity DDQN 81.00% 28.75% 71.52%
MainPower DQN 92.85% 26.25% 84.79%
SidePower PPO 93.94% 15.00% 81.58%

LunarLander
Gravity A2C 95.34% 62.50% 79.23%
WindPower DDQN 93.70% 26.25% 83.57%
Friction DQN 89.90% 35.00% 88.49%
Force PPO 81.76% 25.00% 80.29%

BipedalWalker
A2C 97.65% 61.25% 79.82%

Height
DDQN 94.40% 48.75% 87.35%
BAARL R, R A2 1E CartPole. LunarLander f1 F R . SR, ZTIENHFEAL, OFF

BipedalWalker 37 5 71
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